=Fast Lane

atfoan]
CISCO
Partner

Platinum Learning

Securing Email with Cisco Email Security Appliance (SESA)

ID SESA Prezzo 2.990,— € (IVAesclusa) Durata 4 Giorni

Course Overview

The Securing Email with Cisco Email Security Appliance (SESA)
v3.1 course shows you how to deploy and use Cisco® Email
Security Appliance to establish protection for your email systems
against phishing, business email compromise, and ransomware,
and to help streamline email security policy management. This
hands-on course provides you with the knowledge and skills to
implement, troubleshoot, and administer Cisco Email Security
Appliance, including key capabilities such as advanced malware
protection, spam blocking, anti-virus protection, outbreak filtering,
encryption, quarantines, and data loss prevention.

This course helps you prepare to take the exam, Securing Email
with Cisco Email Security Appliance (300-720 SESA), which leads
to CCNP® Security and the Certified Specialist - Email Content
Security certifications.

Chi dovrebbe partecipare

e Security engineers

e Security administrators

e Security architects

¢ Operations engineers

¢ Network engineers

¢ Network administrators

¢ Network or security technicians
¢ Network managers

e System designers

e Cisco integrators and partners

Questo corso e parte della seguente certificazione

Cisco Certified Network Professional Security (CCNP SECURITY)

Prerequisiti

To fully benefit from this course, you should have one or more of
the following basic technical competencies:

¢ Cisco certification (Cisco CCENT® certification or higher)
¢ Relevant industry certification, such as ISC2, CompTIA

Security+, EC-Council, Global Information Assurance
Certification (GIAC), and ISACA

e Cisco Networking Academy letter of completion (CCNA® 1
and CCNA 2)

¢ Windows expertise: Microsoft [Microsoft Specialist,
Microsoft Certified Solutions Associate (MCSA), Microsoft
Certified Systems Engineer (MCSE)], CompTIA (A+,
Network+, Server+)

The knowledge and skills that a student must have before
attending this course are:

e TCP/IP services, including Domain Name System (DNS),
Secure Shell (SSH), FTP, Simple Network Management

Protocol (SNMP), HTTP, and HTTPS
¢ Experience with IP routing

Obiettivi del Corso

After taking this course, you should be able to:

Describe and administer the Cisco Email Security
Appliance (ESA)

Control sender and recipient domains

Control spam with Talos SenderBase and anti-spam
¢ Use anti-virus and outbreak filters

Use mail policies

e Use content filters

¢ Use message filters to enforce email policies
Prevent data loss

Perform LDAP queries

Authenticate Simple Mail Transfer Protocol (SMTP)
sessions

Authenticate emalil

Encrypt email

e Use system quarantines and delivery methods

¢ Perform centralized management using clusters
Test and troubleshoot

Course Benefits

This class will help you:

¢ Deploy high-availability email protection against the
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dynamic, rapidly changing threats affecting your Controlling Sender and Recipient Domains
organization
e Gain leading-edge career skills focused on enterprise e Public and Private Listeners
security . - * Configuring the Gateway to Receive Email
e Earn 24 Cisco CE credits toward recertification « Host Access Table Overview
¢ Recipient Access Table Overview
What to expect in the exam » Configuring Routing and Delivery Features

Controlling Spam with Talos SenderBase and Anti-Spam
The 300-720 SESA exam certifies your knowledge of Cisco Email

Security Appliance, including administration, spam control and anti- ¢ SenderBase Overview
spam, message filters, data loss prevention, Lightweight Directory * Anti-Spam

Access Protocol (LDAP), email authentication and encryption, and ¢ Managi_ng GraYma” o .
. . ¢ Protecting Against Malicious or Undesirable URLs
system quarantines and delivery methods.

¢ File Reputation Filtering and File Analysis

¢ Bounce Verification
After you pass 300-720 SESA:

) » o ) Using Anti-Virus and Outbreak Filters
¢ You earn the Cisco Certified Specialist - Email Content
Security certification.
¢ You will have satisfied the concentration exam requirement
for the new CCNP Security certification. To complete your
CCNP Security certification, pass the Implementing and
Operating Cisco Security Core Technologies (350-701
SCOR) exam or its equivalent.

e Anti-Virus Scanning Overview

¢ Sophos Anti-Virus Filtering

e McAfee Anti-Virus Filtering

e Configuring the Appliance to Scan for Viruses
e Outbreak Filters

¢ How the Outbreak Filters Feature Works

e Managing Outbreak Filters

Contenuti dettagliati del Corso . . -
Using Mail Policies

Describing the Cisco Email Security Appliance « Email Security Manager Overview
¢ Mail Policies Overview

¢ Handling Incoming and Outgoing Messages Differently
e Matching Users to a Mail Policy

¢ Message Splintering

e Configuring Mail Policies

e Cisco Email Security Appliance Overview

e Technology Use Case

e Cisco Email Security Appliance Data Sheet

e SMTP Overview

¢ Email Pipeline Overview

e Installation Scenarios

e Initial Cisco Email Security Appliance Configuration

e Centralizing Services on a Cisco Content Security ) ]
Management Appliance (SMA) e Content Filters Overview

* Release Notes for AsyncOS 11.x * Content Filter Conditions
e Content Filter Actions

¢ Filter Messages Based on Content

e Text Resources Overview

¢ Using and Testing the Content Dictionaries Filter Rules
¢ Understanding Text Resources

¢ Text Resource Management

e Using Text Resources

Using Content Filters

Administering the Cisco Email Security Appliance

¢ Distributing Administrative Tasks

e System Administration

e Managing and Monitoring Using the Command Line
Interface (CLI)

e Other Tasks in the GUI

e Advanced Network Configuration

¢ Using Email Security Monitor ] )
* Tracking Messages * Message Filters Overview

* Logging e Components of a Message Filter

Using Message Filters to Enforce Email Policies
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Message Filter Processing

Message Filter Rules

Message Filter Actions

Attachment Scanning

Examples of Attachment Scanning Message Filters
Using the CLI to Manage Message Filters
Message Filter Examples

Configuring Scan Behavior

Preventing Data Loss

Overview of the Data Loss Prevention (DLP) Scanning
Process

Setting Up Data Loss Prevention

Policies for Data Loss Prevention

Message Actions

Updating the DLP Engine and Content Matching Classifiers

Using LDAP

Overview of LDAP

Working with LDAP

Using LDAP Queries

Authenticating End-Users of the Spam Quarantine
Configuring External LDAP Authentication for Users
Testing Servers and Queries

Using LDAP for Directory Harvest Attack Prevention
Spam Quarantine Alias Consolidation Queries
Validating Recipients Using an SMTP Server

SMTP Session Authentication

Configuring AsyncOS for SMTP Authentication
Authenticating SMTP Sessions Using Client Certificates
Checking the Validity of a Client Certificate
Authenticating User Using LDAP Directory
Authenticating SMTP Connection Over Transport Layer
Security (TLS) Using a Client Certificate

Establishing a TLS Connection from the Appliance
Updating a List of Revoked Certificates

Email Authentication

Email Authentication Overview

Configuring DomainKeys and DomainKeys Identified Mail
(DKIM) Signing

Verifying Incoming Messages Using DKIM

Overview of Sender Policy Framework (SPF) and SIDF
Verification

Domain-based Message Authentication Reporting and
Conformance (DMARC) Verification

Forged Email Detection

Email Encryption

Overview of Cisco Email Encryption

Encrypting Messages

Determining Which Messages to Encrypt

Inserting Encryption Headers into Messages
Encrypting Communication with Other Message Transfer
Agents (MTASs)

Working with Certificates

Managing Lists of Certificate Authorities

Enabling TLS on a Listener’'s Host Access Table (HAT)
Enabling TLS and Certificate Verification on Delivery
Secure/Multipurpose Internet Mail Extensions (S/MIME)
Security Services

Using System Quarantines and Delivery Methods

Describing Quarantines

Spam Quarantine

Setting Up the Centralized Spam Quarantine

Using Safelists and Blocklists to Control Email Delivery
Based on Sender

Configuring Spam Management Features for End Users
Managing Messages in the Spam Quarantine

Policy, Virus, and Outbreak Quarantines

Managing Policy, Virus, and Outbreak Quarantines
Working with Messages in Policy, Virus, or Outbreak
Quarantines

Delivery Methods

Centralized Management Using Clusters

Overview of Centralized Management Using Clusters
Cluster Organization

Creating and Joining a Cluster

Managing Clusters

Cluster Communication

Loading a Configuration in Clustered Appliances
Best Practices

Testing and Troubleshooting

Debugging Mail Flow Using Test Messages: Trace
Using the Listener to Test the Appliance
Troubleshooting the Network

Troubleshooting the Listener

Troubleshooting Email Delivery

Troubleshooting Performance

Web Interface Appearance and Rendering Issues
Responding to Alerts

Troubleshooting Hardware Issues

Working with Technical Support
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References

¢ Model Specifications for Large Enterprises

Model Specifications for Midsize Enterprises and Small-to-

Midsize Enterprises or Branch Offices

¢ Cisco Email Security Appliance Model Specifications for
Virtual Appliances

¢ Packages and Licenses



Chi e Fast Lane

Fast Lane e uno dei leader mondiali nella formazione IT, e offre soluzioni
formative complete su tutte le tecnologie avanzate Cisco, Microsoft,
Amazon Web Sevices (AWS), Google Cloud, NVIDIA, Red Hat, VMware,
Splunk, Aruba Networks, Palo Alto Networks, NetApp, IBM (grazie alla
partnership con TD SYNNEX) e molto altro.

Formazione basata sulle esigenze del cliente
Seguire un corso con Fast Lane non significa unicamente apprendere
fondamentali nozioni teoriche.

Gli istruttori, utilizzando laboratori allavanguardia, forniscono agli
studenti esperienze pratiche di problem solving su situazioni che
possono verificarsi nelllambiente lavorativo, trasferendo conoscenze che
potranno essere sfruttate immediatamente, incrementando cosi la
produttivita e lefficienza sul lavoro.

Gli istruttori contribuiscono in prima persona allo sviluppo di corsi su
tecnologie avanzate ed emergenti, al fine di garantire agli studenti l'accesso
ad una formazione sempre aggiornata.
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Molteplici premi ricevuti
Dai principali vendor del settore IT

Presenza Worlwide

Siamo presenti con centri di
formazione in oltre 60 paesi

=Fast Lane

| Servizi Fast Lane

v Formazione IT High End

v Formazione Business & Soft Skill
v Servizi di Consulenza

v Servizi di Formazione Aziendale
v Soluzioni di Digital Learning

v Sviluppo di Contenuti

v Laboratori Remoti

v Servizi Gestionali di Eventi

Metodologie Formative

v Formazione in Aula

v Formazione Online con Istruttore

v/ FLEX Classroom — Formazione lbrida
In Aula e Online

v Formazione Onsite & Personalizzata

v/ E-Learning

v Formazione Blended & lbrida

Tecnologie & Soluzioni
v Digital Transformation
v Artificial Intelligence

v Cloud

v Networking

v Cyber Security

v Wireless & Mobility

v Modern Workplace

v Data Center
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Istruttori Certificati
Oltre 19.000 certificazioni
tecnologiche complessive

" Per approfondimenti e per ricevere supporto nella definizione

Nord America~ "4
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Y * MedioOrlanta

" Ada&Padifico
Africa {

di un percorso formativo, contattare il numero 02 255081 o
scrivere a info@flane.it

Sul sito www.flane.it & possibile visualizzare:

America

- e ‘ o « Lofferta formativa completa

Oceania

* | percorsi di certificazione

» Webinar e articoli tecnici gratuiti
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